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0. Operational Process Framework

0.1 Description of the overall system architecture

This product works based on the LoRaWAN standard protocol. The overall system consists of the following
four parts:
(1) LoRaWAN cloud server:

a) It is used for unified management of LoRaWAN gateway and LoRaWAN terminal devices, and to
complete device network, data reception and forwarding
b) This instruction takes TTN (The Things Network) platform as an example

(2) LoRaWAN Gateway:
a) It is responsible for receiving wireless data from lora terminal devices and forwarding the data to the

cloud server through the Internet
b) The RAK gateway is used as an example to illustrate this operation instruction

(3) LoRaWAN terminal equipment:
a) Low-power wireless node that is responsible for reporting data to the server periodically or on
demand
b) This operation guide CP34 is illustrated as an example

(4) Beacon Terminal equipment:
a) Radio iBeacon low-power Beacon Beacon, sustainable and Eddystone data
b) The broadcast data of the device is scanned and collected by CP34 and uploaded to the server
through the LoRaWAN network
c) This operation guide CP27 is illustrated as an example

0.2 Operation process

(1) Create an account and log in to the TTN cloud server background
(2) Register the gateway on the cloud server, and after the registration is completed, deploy the RAK
gateway to access the network
(3) The Applications and LoraWAN terminal devices are registered in the cloud server, and after the
registration is completed, the CP34 is powered on and configured to connect to the network
(4) Data uplink test (CP34 will automatically scan and collect the broadcast data of CP27 and report it to the
TTN server)

http://www.szd
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1. Cloud server operation:

(TTN server, for example, TTN address: https://www.thethingsnetwork.org/get-started).

1.1 TTN account creation & login:

(1) Click "Sign up" and select "Join The Things Network"
Note: The "Get started for free" option on the right, for paid items, can be selected on demand

(2) Click "Sign up for free", follow the instructions to register, and log in after the registration is completed

http://www.szd
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1.2 Go to the console:

(1) Once logged in, click "Console" to access the console

(2) Select your cluster
Note: 1. The next login operation needs to select the same cluster

2. The registration and operation of the gateway and the device must be under the same cluster, otherwise
they cannot interoperate

http://www.szd
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2. Gateway deployment

2.1 Gateway Registration:

(1) Select "Gateways" and click "Register gateway"

(2) Write the EUI of the gateway and click "Confirm"

http://www.szd
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(3) Fill in the main information of the gateway and click "Register gateway" after filling in:
Gateway ID; Within the same account, the ID must be unique
Gateway name: Gateway name; Used to assist in identifying the gateway and can be left blank
Frequency Plans: Frequency plan; Select the frequency of the equipment support plan

For example: the United States, 902-928 MHz, the FSB 2 2 by TTN)

Note: 1. The rest of the parameters can be filled in according to the requirements
2. Please refer to TTN official documents for specific parameters
3. Gateway ID must be unique within the same Tenant and cannot be reused after deletion

(4) create API KEY, on the left side of the choice "API keys", click "+ Add API KEY"

http://www.szd
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(5) the sample according to the default Settings, also can set the permissions according to their demand, set
after clicking "Create API key"

(6) copy the generated API KEY, can save it to the follow-up to the position of the view again, click the "I
have copied the KEY"

Note: the close the window, the API KEY can't see, so you need to save it in a safe place

http://www.szd
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2.2 deployment gateway:

(gateway RAK7268, for example)

2.2.1 Gateway access

Note: (1) There are two different ways to access the gateway background. According to the actual needs,
choose one of the access methods

(2) the gateway status lights change, will be subject to actual gateway model, here are for reference only

Wi-Fi APmode
(1) The gateway power supply, need to wait a few minutes, wait for the breath light to start slowly flashing,
indicating that the gateway started successfully
(2) Using a PC with a wireless network card, find the SSID name in WiFi network list for
RAK72XX_YYYYWiFi network
(3) After connected to the gateway of WiFi, input 192.168.230.1 in the browser's address bar, enter the
gateway background

Note: 1. RAK72XX is selected, the make and model of the gateway YYYY is gateway EUI after four
2. If the following warning message is returned, select "Advanced Options" according to the following steps

to continue to access the gateway background

http://www.szd
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WAN Port Method
(1) Gateway of power supply, need to wait a few minutes, wait for breathing lamp slowly began to flicker,
gateway started successfully
(2) Connect the network cable to the gateway's network port, and connect the other end to the PC network
port
(3) Enter 169.254.X.Y in the address bar of your browser to enter the gateway background

Note: 1. X.Y calculation method: Take the last four bits (2 bytes) of the gateway EUI and convert them from
hexadecimal to decimal

(such as: such as gateway EUI after four to 86:20 5 converting into 134, 32, the gateway IP is:
169.254.134.32)

2. If return the following warning message, can complete the following steps to select "advanced options",
continue to access gateway background

2.2.2 Gateway Configuration

(1) To enter the gateway background for the first time, you need to set a password. And select the country or
region you are in
(2) the subsequent available this password to log in, account by default "root"

http://www.szd
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Click the second option in the left navigation bar, and then click Configuration. Work mode choice "Basics
station"
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(4) Do the following to configure
a. Basics Station Server Type: Select "LNS Server"
B. the server URL: copy TTN console URL, in front of the URL and WSS: / /
C. port number: 8887 by default

(5) Do the following to configure
a. Authentication Mode: Select "TLS Server and Client Token Authentication"
B. trust certificate (CA) : from the data package to upload isrgrootx1. Pem file upload (can also be

downloaded from RAK document center)
C. the client Token: duplicate step 2.1 (6) of the API KEY
d. Click "Save Changes", wait for a period of time, the bottom of the browser prompts "Success", the

save is successful

https://learn.rakwireless.com/hc/en-us/articles/34006038655639-how-to-connect-rak-gateways-to-ttn-v3-using-basics-station-lns
http://www.szd
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2.2.3 Gateway access network

Note: (1) the gateway access networks have two different ways. According to the actual needs, choose one of
the access methods

(2) the gateway status lights change, will be subject to actual gateway model, here are for reference only

Connect via WiFi
(1) In the gateway backstage, click on the left navigation bar and the third option, click on the "WAN", in the
"wi-fi" option, click "Settings"
(2) Click on the "Enabled", according to the prompt, click "close", wait for a while, or reconnect WiFi and
reload interface
(3) Click the "Scan" button, select the AP that needs to be connected, enter the corresponding password, and
click "Save".
(4) Turn off the prompt and wait for the connection, when the gateway's breath light changes from green to
blue, the network connection is successful

http://www.szd
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Connect via Ethernet
(1) The cable received so from the gateway, the other end connected to the router, switch, or superior
network equipment
(2) Wait for a period of time, when the gateway's breathing light changes from green to blue, it means that
the network connection is successful

3 Connect the lora terminal device to the network

3.1 Create Applications:

(To manage the subsequent addition of lora end devices)

(1) Go back to the TTN console, select "Applications" and click "Add application"

(2) set Applications ID, click on the "Create application"

Note: Applications within the same Tenant ID must be unique, and cannot reuse after deletion

http://www.szd
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3.2 lora Terminal Device Registration:

(1) Click on the created Applications, select "End devices", and click "Register end device"

4.1 (2) refer to the attachment, confirm the OTAA net information: APPEUI, DevEUI, AppKey
(3) select "Enter end device specifics manually", manual input device information:

Frequency Plans: Select the same frequency plan as the gateway
Choose "LoRaWAN LoRaWAN version: Specification 1.0.2"
Regional Parameters version: select "RP001 Regional Parameter 1.0.2"
JoinEUI: also known as APPEUI, fill in step 3.2 (2) obtain APPEUI parameters, click on the "Confirm"
DevEUI: Fill in the DevEUI parameters obtained in Step 3.2(2)
AppKey: Fill in the AppKey parameters obtained from Step 3.2(2)
End Device ID: can be customized, and must be unique within the same Applications

(3) Once configured, click Register end device

http://www.szd
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3.3 Connecting lora terminal device to the network:

Taking CP34 as an example, it is connected to the network through OTAA
(1) Power on the equipment: the equipment is connected to the antenna, connected to the power supply,
press the switch machine key, the equipment enters the self-test state, at this time, the three color lights will
be synchronized

A quick flicker; After the self-test is completed, the device waits to be connected to the net,
at which point the red light will flash quickly

(2) Device access to the network: the device opens automatic access to the network by default. After the
self-test is completed, the device automatically connects to the network.

Indicates that the device is successfully connected to the network

(3) Data upload: After successful network access, put our Beacon products near CP34, and CP34 will
automatically scan and upload around

Green light flashing Beacon equipment information, when the equipment, equipment are

http://www.szd
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uploading data

Note: a. CP34 default RSSI filtering threshold for - 50 DBM, suggest Beacon equipment near CP34 some
test stage, so as to avoid unable to

Scan to the device
b. For detailed instructions on the device, please refer to DX-CP34 Technical Manual.DOCx.
c. The real-time information of the equipment can be viewed in the following picture

4. Accessories

4.1 CP34 parameter query

4.1.1 OTAA network information query

Note: (1) parameter query there are two different ways. According to the actual needs, choose one of

http://www.szd
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them
(2) CP34 default serial port parameters configuration: 9600 BPS / 8 / n / 1 (baud rate/data/no

calibration/stop bit)
(3) CP34 default UUID: SERVICE UUID: 6 e400001 b5a3 - f393 e0a9 -- e50e24dcca9e

NOTIFY/WRITE UUID: 6e400003-b5a3-f393-e0a9-e50e24dcca9e
WRITE UUID : 6e400002-b5a3-f393-e0a9-e50e24dcca9e

Via a serial port query
(1) Power on the equipment: the equipment is connected to the antenna, connected to the power supply,
press the switch machine key, the equipment enters the self-test state, at this time the three color lights will
be synchronized

Fast flashing; After the self-test is completed, the device waits for the network, at which time
the blue light and the red light will slow flash synchronously
(2) Tool set: open the serial port tool, select the corresponding COM port and serial port parameters need to
pay attention to the AT command without end, a serial port

The tool does not need to add enter to newline
(3) Parameter query: After the device self-test is completed, send the following instructions in turn:

AT+APPEUI, AT+DEVADDR, AT+APPKEY

Query byAPP
(1) Power on the device: the device is connected to the antenna, connected to the power supply, press the
switch button, the device enters the self-test state, at this time, the three color lights will be synchronized

Fast flashing; After the self-test is completed, the device waits for the network, at which time
the blue light and the red light will slow flash synchronously
(2) APP connection: Enable the Bluetooth and positioning function of the mobile phone, open the APP, and
connect to CP34 according to the steps in the following figure
(3) Parameter query: After successful connection, send the following instructions in turn:

AT+APPEUI, AT+DEVADDR, AT+APPKEY

http://www.szd
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Open the DX-SMARTAPP Click ThroughPass Click Set UUID

Set to the CP34 default UUID Click Search BLE and find the Successfully connected
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module

4.2 Example lora test script

Note: Refer to Instructions for Use of DX-CP34 Test Scripts in folder 03 Test Tools for details.
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